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PATIENT MESSAGING PRIVACY POLICY AND TERMS OF USE

Carolina Family Health Centers, Inc. (CFHC, Inc.) offers a messaging program to support patient
communications, appointment coordination, care management, account notifications, operational
communications, and other approved communications. By providing your mobile number, you agree to
receive messages from CFHC, Inc. in accordance with this policy.

CFHC, Inc. values your privacy and is committed to protecting your Personal Health Information (PHI).
This Patient Messaging Privacy Policy and Terms of Use explain how CFHC collects, uses, and protects
patient information—including mobile phone numbers and messaging consent—and outlines the terms
governing our SMS text messaging program.

This policy applies specifically to CFHC messaging programs and is separate from, but complementary
to, the organization’s HIPAA Notice of Privacy Practices. This policy does not override or modify the
HIPAA Notice of Privacy Practices.

PATIENT MESSAGING PRIVACY POLICY

Information Collected — CFHC, Inc. collects personal information necessary to deliver healthcare
services and manage communications. This includes your name, contact details, mobile phone number,
appointment history, communication preferences, records of your opt-in/opt-out consent for
communications, and engagement data, including message response, delivery status, failures, and date
and time stamps.

Message Types - Your mobile number and patient information are used to facilitate healthcare services,
including:
e Scheduling, confirming, and sending reminders for upcoming appointments.
e Delivering care coordination updates, prescription refill alerts, and intake instructions.
o Sending secure administrative updates, patient portal notifications, billing and account
statements, and one-time passcodes.
o Complying with legal obligations and supporting healthcare operations.

Mobile Information Protection & Sharing Disclosures — CFHC, Inc. maintains strict privacy
standards regarding your mobile phone number and messaging consent records:

e No Marketing Sharing: CFHC, Inc. does not sell, rent, or share mobile numbers or SMS
consent information with third parties or affiliates for their own marketing or promotional
purposes.

o Authorized Service Providers: CFHC, Inc. may share mobile numbers, and information may be
shared with service providers, technology vendors, cloud messaging providers, and business
associates that support messaging operations on behalf of the health center.

Data Security — CFHC, Inc. employs administrative, physical, and technical safeguards consistent with
applicable laws to protect your personal information. Your information is stored only as long as
necessary to fulfill the purposes described in this policy or as required by applicable laws. Text
messages may not be encrypted and may be accessible to individuals who have access to your mobile
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device, mobile account, or telecommunications services. For sensitive information, CFHC, Inc. may
direct you to the patient portal or another secure communication channel.

PATIENT MESSAGING TERMS OF USE

Consent and Voluntary Participation - Consent may be collected via scheduling, registration,
insurance, online portals, text keyword enrollment, or verbal authorization. Consenting to receive text
messages is completely voluntary and is not a condition of receiving healthcare services or treatment
from CFHC, Inc.

Message Frequency and Rates - Message frequency varies based on your relationship with the health
center, appointments, care programs, account activity, and communication preferences. Standard
message and data rates may apply to send or receive messages. Contact your mobile wireless provider
for details on your text and data plan.

Opt-Out Instructions (STOP) - You can opt out of receiving text messages at any time:

e To Unsubscribe, reply STOP to any text message received from us.

e Upon sending STOP, you will receive a single final confirmation message confirming that you
have been unsubscribed from the platform sending the message. No further text messages are
sent unless you re-enroll.

e Because CFHC, Inc. uses multiple text messaging platforms, you may need to reply STOP more
than once.

Help Instructions (HELP) - If you need assistance with the text messaging program:
e Reply HELP to any text message for automated support information.
o Contact us directly by calling your preferred CFHC, Inc. health center or by visiting the website
at www.cthenc.org.

Emergency Communications Disclaimer - SMS/text messaging is not monitored 24/7 and should not
be used for medical emergencies. If you have a medical emergency, call 911 immediately or go to the
nearest emergency room.

Carrier Disclaimer - Wireless carriers are not liable for delayed or undelivered messages.

CFHC, Inc. may update its policy and consent form periodically. Updated versions are posted on its
website with a revised effective date.

CONTACT INFORMATION - For questions regarding this policy, updating your preferences, or
exercising your privacy rights, please contact:

e Organization: Carolina Family Health Centers, Inc.

e Attn: Corina Buzard, Chief Compliance Officer

e Phone: (252) 293-0013 ext. 230

o CFHCCompliance@cthenc.org
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